INFORMATION SECURITY STATEMENT
Davenport & Company LLC prides itself on relationships based on integrity and trust, and the
privacy of our customers’ personal information is of the utmost importance to us. We maintain a
comprehensive Privacy and Information Security Program (“Program”) of which Information Security
is an integral part. The Information Security aspect of our Program includes administrative, technical,
and physical safeguards that are reasonably designed to safeguard the security, confidentiality, and
integrity of the personal information of our customers.
Some of the central features of our Program are:
•

The use of policies and standards to govern information technology resources, protect
information assets, and safeguard personal information;

•

The use of technology, where reasonable and appropriate, such as firewalls and encryption;

•

Testing and ongoing vulnerability scanning of online customer applications;

•

24x7x365 Monitoring of our systems infrastructure;

•

Maintaining access controls which are reasonably designed to restrict such access to employees
with a legitimate business need;

•

Taking reasonable steps to select and retain service providers capable of protecting personal
information in accordance with Davenport & Company LLC’s policies and standards, and
applicable legal and regulatory requirements;

•

Requiring service providers by contract to implement and maintain reasonable safeguards
consistent with Davenport & Company LLC’s policies and standards and applicable legal and
regulatory requirements;

•

Providing employees with relevant training regarding the protection of personal information;

•

Reviewing, assessing and updating our security practices at reasonable intervals and in light of
emerging risks and developments;

•

Maintaining reasonably designed policies and procedures intended to prevent, monitor, identify,
investigate, and respond to suspected information security incidents that may impact the
confidentiality, security or integrity of personal information; and

•

Providing notification, where appropriate, to impacted individuals in the event the investigation
of a particular incident results in a finding that personal information may have been subject to
unauthorized access, acquisition, disclosure or use.

In addition to these points, Davenport maintains insurance coverage to guard against losses due to
breaches in cyber security.
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