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TIPS THAT SOMETHING IS A 
FRAUD (GENERAL)

• Sense of urgency

• Payments in some non-standard form 
(cash, bitcoin, gift cards)

• Instructions to keep quiet and don’t tell 
banks about what you are doing to 
“protect” your account



TYPICAL CALL BACK 
PHISHING SCAM

• Text or e-mail reporting fraud or activity on 
an account

• Respond to text or call a phone number to get 
more “information”

• Establish communication to get you to build 
trust and then manipulate you to perform 
actions that allow them to take your money



QUIZZES/QUESTIONNAIRES?

• Used to determine typical secret question answers for services or accounts

- Includes banks, utilities, etc.

- Account reset information or password change



EMPLOYMENT SCAMS

• “work from home” – MONEY MULE

• Job Application – collecting PII from you for fraud

• Amazon shops – returns or review fraud



WHY IS THIS RISKY?

• https://support.microsoft.com/en-us/topic/national-public-data-breach-what-
you-need-to-know-843686f7-06e2-4e91-8a3f-ae30b7213535
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WELCOME TO THE AGE OF AI

https://vimeo.com/1107526419/fa814c3757?ts=0&share=copy


WHAT IS 
TECHNICALLY 
POSSIBLE

• Phone number spoofing (Sheriff’s office, FBI, etc)

• AI audio (voice impersonation)

• AI video swapping

• “hacking device” by clicking links or opening 
e-mail attachments

• Full audio and video generation



GENERATIVE AI

https://vimeo.com/1103521956/da29954287?ts=0&share=copy


REAL LIFE 
EXAMPLES 

OF SCAMS
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REAL LIFE 
EXAMPLES 

OF SCAMS

• https://www.techtimes.com/articles/304766/
20240517/deepfake-scam-ai-generated-
video-call-deceives-arup-employee-
sending.htm

• https://uk.news.yahoo.com/albuquerque-
woman-67-lost-life-113200417.html

• https://www.wqow.com/news/it-sounded-just-
like-my-daughter-bloomer-woman-loses-life-
savings-to-ai-phone-scam/article_eb565f0c-
f241-11ef-94f6-775cf30a49c1.html
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AI 
KIDNAPPING 
SCAMS



HOW TO PROTECT YOU AND YOUR FAMILY FROM 
AI IMPERSONATION - VERIFICATION

Create a secret 
word/phrase that is 
known only to family 

You can even use a 
word to indicate 

duress vs completely 
OK

Involve Law 
Enforcement as 

quickly as possible 
(Patriot act ~72 

hours)



HOW TO PROTECT YOURSELF FROM BEING 
IMPERSONATED

• Don’t provide voice or video samples to train AI models

- Limit phone conversations- Don’t answer unknown phone numbers 
(they will leave a message)

- Don’t post videos, Tik-Toks, IG Reels, or any other source for someone 
to target you



EXAMPLE

Here are my little known facts. Copy and paste it to your profile with 
your answers, no cheating! Don’t share, COPY AND PASTE.

• What was your first dog? Rover

• What car did you drive when you got your license? Pontiac Fiero

• What is your stage name (middle name, then name of the street 
where you grew up)? Richard Cary

• Who was your BFF when you were a kid? Timmy

• How many states have you lived in? 6



Questions?

19Please see Disclosures at the end of this presentation for important information

Jeffrey Potter, CISSP

Chief Technology Officer
Davenport & Company LLC

(804) 780-2146
jpotter@investdavenport.com

mailto:jpotter@investdavenport.com
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The information presented is intended for informational purposes only, and has been compiled from sources believed to be reliable, however, there is no guarantee of its 
accuracy or completeness.

Davenport & Company is a financial services firm and does not provide tax or legal advice. Please consult your professional accounting or legal advisors prior to acting on 
any information provided by us that may have an effect in these areas.

This information is not intended to provide specific financial planning or investment advice. Individual circumstances may vary.
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