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Please see Disclosures at the end of this presentation for important information
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https://vimeo.com/1107526419/fa814c3757?ts=0&share=copy

®* Phone number spoofing (Sheriff’s office, FBI, etc)

® Al audio (voice impersonation)

WHAT IS | |
TECHNICALLY * Al video swapping
POSSIBLE

* “hacking device” by clicking links or opening
e-mail attachments

® Full audio and video generation
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https://vimeo.com/1103521956/da29954287?ts=0&share=copy
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Deepfake Scam: Al-Generated Video Call Deceives Arup Employee

into Sending £20 Million to Criminals
The subtle art of deepfake call.

By Joseph Henry fFXindFrosae
Published: May 17 2024, 12:32 PM EDT

British engineering firm Arup recently confirmed falling victim to a sophisticated deepfake fraud,

resulting in an employee transferring HK$200 million (£20 million or $25 million) to criminals.

This scam involved an artificial intelligence-generated video call that convincingly mimicked
R EA L L I F E senior company officers.
Deepfake Fraud Attacks Arup
EXAM P LES MOST POPULAR

Chevron, Tesla, and Oracle

# Lead Wave of Companies
Leaving California by 2025
Over High Costs and

Regulations

Crypto Market Sees Decline
as Bitcoin Supply Shrinks
Amid Long-Term
Institutional Holding

UK May Require Built-In
Alcolocks and Black Boxes
in New Cars Under
Proposed EU-Aligned
Safety Rules
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REAL LIFE
EXAMPLES
OF SCAMS

Albuquerque woman, 67, lost life savings to an
Apple phishing scam — what she wishes she'd done
differently

Vawn Himmelsbach
Wed 14 25 at 732 am GMT-4

5min read

‘They put the fear of God in me® Albuguergue woman, 67, lost her life savings to an Apple phishing scam — now she ‘can't
remake that money to retire’ What she wishes she'd done differently

Losing your life savings can be devastating, especially when you're close to




REAL LIFE
EXAMPLES
OF SCAMS

'It sounded just like my daughter': Bloomer
woman loses life savings to Al phone scam




/ /uk.news.yahoo.com/albuguergue-
woman-67/-lost-life-113200417 .hitml

OF SCAMS

www.wgow.com/news/it-sounded-just-

like-my-daughter-bloomer-woman-loses-life-
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‘Everything was so real” Virtual
kidnapping scams made more realistic
with Al

Sign up now: Get ST's newsletters delivered to your inbox

Al
KIDNAPPING
SCAMS

Jennifer DeStefano (right) believes she nearly fell victim to a scammer who cloned her daughter's
voice, possibly using Al software.

PHOTO: JENNIFER DESTEFANO/FACEBOOK




HOW TO PROTECT YOU AND YOUR FAMILY FROM
Al IMPERSONATION - VERIFICATION

Involve Law
Create a secret Enforcement as
word /phrase that is quickly as possible
known only to family (Patriot act ~72

hours)

You can even use a
word to indicate
duress vs completely

OK







2nse¢ Pontiac Fiero

ime, then name of the street

s your BFF when you were a kid¢ Timmy

®* How many states have you lived in? 6
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Questions?

Jeffrey Potter, CISSP

Chief Technology Officer
Davenport & Company LLC

(804) 780-2146
ipotter@investdavenport.com

Please see Disclosures at the end of this presentation for important information



mailto:jpotter@investdavenport.com

Important Disclosures DAVENPORT 72

The information presented is intended for informational purposes only, and has been compiled from sources believed to be reliable, however, there is no guarantee of its
accuracy or completeness.

Davenport & Company is a financial services firm and does not provide tax or legal advice. Please consult your professional accounting or legal advisors prior to acting on
any information provided by us that may have an effect in these areas.

This information is not intended to provide specific financial planning or investment advice. Individual circumstances may vary.
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